


REPUBLIC OF KENYA
IN THE SUPREME COURT OF KENYA AT NAIROBI

PRESIDENTIAL ELECTION PETITION NO.................. OF 2022
RAILA AMOLLO ODINGA «.eeveeerereeeseeeernnns e 15T PETITIONER
MARTHA WANGARI KARUA.........ovivresirssersreresessssssmsesssssennn2NP PETITIONER
VERSUS

INDEPENDENT ELECTORAL AND

BOUNDARIES COMMISSION..........vvveverererseseesesoeeeseseseseseseone, 1T RESPONDENT
WANYONYI WAFULA CHEBUKATL. ........ooovoveneessseeseeeenseenn. 2D RESPONDENT
BOYA MOLU.......oveeeeeeeeerereeseeesessssssesesesesesessssmssssssesessseon 3RD RESPONDENT —\
PROF. ABDI YAKUB GULIYE.........c.ovevevvesevereseseeeesesssioeseseseens 4™ RESPONDENT
JULIANA WHONGE CHERERA. .........oovevesereresrenns revreesivesenen.5TH RESPONDENT
JUSTUS NYANGAYA...cveeeeeeeeeeesessessesssesssesessesemssssssessesssere 6T™H RESPONDENT
FRANCIS WANDERL. .......vevevevveveresesesesesesesesesssesssesesssssns .....7™ RESPONDENT
TRENE MASSIT........ecveeeeeeeeeeeeesssessessessesssssesssssssessessosssssans 8TH RESPONDENT
WILLIAM SAMOEI RUTO........veveveveveresesesesesessesesessssesesesesen 9TH RESPONDENT

FURTHER AFFIDAVIT IN SUPPORT OF THE PETITION

I Benson Wesonga, a resident of Nairobi of Post Office Box Number 74452-00100 Nairobi in the

Republic of Kenya, do solemnly make oath and state as follows: -

1. THAT I am male adult of sound mind familiar with the matters arising herein and competent —0
to swear this affidavit. ‘

2. THAT save as otherwise expressly stated herein, the contents of this affidavit are based on my personal
knowledge acquired in my abovementioned capacity and are true. To extent that any matter in this
affidavit is based on information and/or belief, I have disclosed the source and/or ground (as the case
may be) of the same, and verily believe the same to be true. _

3. THAT I have over 10 years’ experience in the ICT space within the country and globally. I
have studied Information technology with a bias in Security and Cryptography as well as
Policy & Regulation and hold an MSc. ICT Policy and Regulation and a BSc. Information

Technology. I am currently undertaking a Post Graduate Program in Data Science and Business

Analytics. -0



10.

11.

12.

i3,

14.

THAT on the 20" of August 2022 I received a call from one Mr. John Mark Githongo wit
request to do an analysis of some documents he had in his possession.
THAT he further informed me that the said documents were corriputer logs and the same had
sensitive information which could have an impact in the just concluded general elections
conducted on 9" August 2022.
THAT forwarded me some documents on whatsapp. (dnnexed herein and marked “BW-1”
are printouts of the said digital logs) |
THAT the documents sent to me we screen grabs of information from a computer. The same
looked like transaction logs of an IEBC server.
THAT the analysis of the screen grab of the Transaction Logs off an IEBC Server, there is—j(
evidence or at least proof that access was granted to users with permissions to do the following:
a) Read documents
b) Write documents
¢) Modify or Edit Documents
d) Delete documents
THAT with the above operations a malicious or corrupt or unethical user g(;t access either
through IEBC local Network or Remote Access and was able to manipulate records.
THAT from a simple analysis of the screen grab transactional logs, a user got access with a
pseudo name or account wchebukati@iebce.or.ke and deleted and uploaded certain files for
Polling Stations onto the Server Reposit;)ry. . ' — R0
THAT from the above, it would pose the question to IEBC on how secure the Server
Infrastructure was to avoid compromise of the entire electoral process and also make it
verifiable with the above revelations.
THAT with the above logs statements, we can tell that certain unauthorised or authorised
operations were being carried out before, during and after the polling day. Were these
operations meant to comproniise the integrity of the process and data from the electoral process.
THAT The Electronic Document Management platform allows for Audit Trail and Document
Retention for a certain period admissible by law.
THAT the fact that documents were deleted or altered in the EDMS of the IEBC, what
guarantee do we have that the entire process was credible if document retention policy was not— ()

adhered to right before and after the Polling process and even after the Results were transmitted.



SWORN BY THE SAID ) /}é&t”
BENSON WESONGA i ) i)

At NAIROBI this .. 23\ day of ....Ac) @‘QST ...... 2022) Deponent
BEFORE ME )

DRAWN & FILED BY:

Paul Mwangi & Company

Advocates,

Vision Plaza,

3 Rd Floor, Room 16, %
Mombasa Road,

P.O Box 55903-00200,

NAIROBI.

Email: pmlawchambers12@gmail.com
paulmwangil2@gmail.com
ochiengogingaadvocates@gmail.com

The Chairperson

The Independent Electoral and Boundaries Commission
Anniversary Towers

University Way . w5
6™ Floor

P.O Box 45371-00100

NAIROBI

Tel: +254(0)2769000

Email: info@jiebc.or.ke

The Independent Electoral and Boundaries Commission
Anniversary Towers

University Way

6™ Floor

P.O Box 45371-00100 ~30
NAIROBI



Tel: +254(0)2769000
Email: info@iebc.or.ke

William Samoei Ruto

Office of the Deputy President
Harambee Avenue

P.O Box 74434 - 00200
NAIROBI.
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This XML file does not appear to have any style information associared with it. The document tree is shawn below,

v <Errar>
<Code>AccessDenied</Code>
<MessagerAccess Denied</Messags>
<RequestId>4@CQUSCERGYNIO1V</Raquestids
<HostId>yk1lgpSinYHn8AfrUhk6ZmCGCvqdsVYSFfK6Szdq7REFeGLjIgbdaPlodeb+ODH4rSN3Fz /Ng8DS8=¢ /HostId>

</Error> .
(000336) 9/8/2022 6:54:30 PM - miempaka@iebc.or.ke (105.166.230.78)> STOR F34A-179-NAROK

NORTH.jpg

(000336) 9/8/2022 16:54:30 PM - miempaka@iebc.or ke (105.166.230.78)> 150 Opening data

channel for file upload to server of "/F34A-179-NAROK NORTH.jpg” )

(000336) 9/8/2022 16:54:36 PM - miempaka@iebc.orke (105.166.230.78)> 226 Successfully

transferred "/F34A-179-NAROK NORTH.jpg" )

{000343) 9/8/2022 16:57:39 PM - mgandani@iebc.or.ke (105.50.75.71)> STOR F34A-001-004-0076-

001-01.jpg - &
(000343) 9/8/2022 16:57:39 PM - mgandani@iebc.or ke (105.50.75.71)> 150 Opening data channel ‘ ‘
for file upload to server of "/F34A-001-004-0016-001-01 jpg" . : w@
(000343) 9/8/2022 16:59:40 PM - mgandani@iebc.orke (105.50.75.71)> 226 Successfully . 8
transferred "/F34A-001-004-0016-001-01.jpg” >~

(000354) 9/8/2022 17:06:43 PM - mgandani@iebc.or.ke (105.50.75.71)> STOR F34A.001-004-0016-
001-01.pdf
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This XML file does not appear to have any style information associared with it. The document tree is shown below..

¥ <Errar>
<Code>AccessDenied</Code>
<tessagerAccess Denied</Message>
<RequestId>48CQUSCERGYMNOO1V< /Requestids
<HostId>yklgpSinYHn8ATrUhkeZmCGCvqdsVY9fKE6Szdq7REFeGLl]IgbdoPlodeb+ODH4rSN3Fz/NgBDS8=<¢ /HosTId>
</Error» .
(000336} 9/8/2022 6:54:30 PM - mlempaka@iebc.or.ke (105.166.230.78)> STOR F34A-179-NAROK
NORTH.jpg
(000336) 9/8/2022 16:54:30 PM - miempaka@iebc.or.ke (105.166.230.78)> 150 Opening data
channel for file upload to server of "/F34A-179-NAROK NORTH.jpg™ .
(000336) 9/8/2022 16:54:36 PM - miempaka@iebc.orke (105.166.230.78)> 226 Successfully '
transferred */F34A-179-NAROK NORTH.jpg"
{000343) 9/8/2022 16:57:39 PM - mgandani@iebc.or.ke (105.50:75.71)> STOR F34A-001-004-0016-
001-01.jpg
(000343} 9/8/2022 16:57:39 PM - mgandani@iebc.or.ke (105.50.75.71)> 150 Opening data channel
for file upload to server of "/F34A-001-004-0016-001-01.jpg"
(000343) 8/2/2017 16:59:40 PM - mgandani@iebc.orke (105.50.75.71)> 226 Successfully
transferred "/F34A-001-004-0016-001-01.jpg”
{(000354) 9/8/2022 17:06:43 PM - mgandani@iebc.or.ke (105.50.75.71)> STOR F34A-001-004-0016-
001-01.pdf :
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This XML file does not appear to have any style information associated with it. The document tree is shown below.

¥ <Errar:
<Code>AccessDenied«/Code>
<HessagerAccess Deniedc/Message»
<RequestIc»4@CQLSCERGYNIB1V</Reguesticy
<HostId»>yk1qpSinYHn8AfrUhkEZmMCGCvqdsVYITKESzdq7REFeGLTIgbdoPlodeb+ODH4rSN3Fz/Ng8DS8=¢ /HostId>

</Errar> i ) ' —_
Bureti.pdf at 10:28:31 AM, The user kbyegon@iebc.orke uploaded the file at 11:00:53 AM and d

again at 11:01:22 AM . The user wchebukati@iebc.or.ke retrieved the file at 12:02:13 PM then
uploaded it at 12:02:20 PM. He then renamed the file, uploads it again then deletes it then uploads it
again using an IP address that is not part of the infrastructure (41.212.6.42 - wananchi.com)

(the users at the national tally centre should only have read access to the data as outlined in the
IEBC business requirements) This clearly shows how the system was compromised.

(001093) 9/8/2022 10:28:31 AM - wchebukati@iebc.or.ke (197.156.129.137)> RETR F34A-191-

Bureti. jpg

(001108) 9/8/2022 11:00:53 AM - kbyegon@iebc.or.ke (197.156.129.137)> STOR F34A-191- .

Bureti. jpg ,

(001109) 9/8/2022 11:01:22 AM - kbyegon@iebc.or.ke (197.156.129.137)> STOR F34A-191-

Bureti. jpg _
(001115) 9/8/2022 12:02:13 PM - wchebukati@iebc.or.ke (197.156.129.137)> RETR F34A-191- — 2O
Bureti.jpg .

(001115) 9/8/2022 12:02:20 PM - wchebukati@iebc.orke (197.156,129.137)> STOR F34A-191-

Bureti.jPg .

(001115) 9/8/2022 12:03:10 PM - wchebukati@iebc.orke (197.156.129.137)> RETR F34A-191-

Bureti. jpg ;

(001120) 9/8/2022 12:06:54 PM - wchebukati@iebc.orke {197.156.129.137)> RETR F34A-191-

Bureti. i
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This XML file does not appear to have any style information associated with it. The document tree is shown below.
v<Errar: ¢
<CoderAccessDenied</Code>
<Hessage>Access Deniedc/Message>
<RequestIc>4@CQUSCERGYMIBIVL /Requestid>
<HostId>yklgpSinYHn8AfrUhkEZmCGlvqdsVYITKESzdq7REFeGl Igbd2Plodeb+ODHArSN3F2 /Ng8DS8=< /HoztIdy
</Errors e
(001120) 9/8/2022 12:07:13 PM - wchebukati@iebc.or.ke {197.156.129.137)> RETR F34A-191- — I~
Bureti.jPg : :
(001119) 9/8/2022 12:07.57 PM - wchebukati@iebc.orke {197.156.122.137)> RNFR F34A-191-
Bureti. jPg
(001119) 9/8/2022 12:08:13 PM - wchebukati@iebc.orke (197.156.129.137)> RNFR F34A-191-
Bureti.jPg .
(001121) 9/8/2022 12:08:32 PM - wchebukati@iebc.orke {197.156.129.137)> RNFR F34A-191-
Bureti.jpg
{001122) 9/8/2022 12:18:13 PM - wchebukati@iebc.orke {197.156.129.137)> STOR F34A-191-
Bureti.jpg e L O

(001123) 8/9/2022 12:18:34 PM - wchebukati@iebc.orke {197.156.129.137)> STOR F34A-191-
Bureti. }pg .
(001127) 9/8/2022 12:2418 PM - wchebukati@iebc.orke (197.156.129.137)> STOR F34A-191-

Bureti. jPg
(001126) 9/8/2022 12:24:41 PM - wchebukati@iebc.or.ke (197.156.129.137)> DELE F34A-191-
Bureti. jpg
{001130) 9/8/2022 12:25:40 PM - wchebukati@iebc.orke {197.156.122.137)> STOR F34A-191-
Bureti.pdf

(026419) 13/8/2022 12:57:44 PM - wchebukati@iebc.orke (5285.61.121)> RETR F34A-191-
Bureti.jpg
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This XML file does not appear to have any style information associated with it. The document tree is shown below,

¥ <Errary
<Code>AccessDenied</Code>
<MesssgerAccess Denied</Massage>
¢RequestIc»4@CQUSCERGYMOBLV</Raquestids
<HostId>yklqpSinYHn8AfrUhk6ZmCGCyqdsVYSTKE9zdq7REFeGLl IgbdaPlodeb+ODH4r5N3Fz/Ng8DS8=< /HosTIdy
</Error>
(004192) 9/8/2022 17:12:22 PM - (not logged in) (5285.61.121)> 331 Password required . — V&
jjwii@iebc.or.ke
(004192) 9/8/202217:12:22 PM - jjwii@iebc.orke (52.85.61.121)> 230 Logged on
(004192) 9/8/202217:12:22 PM - jjwii@iebc.orke (5285.61.121)> CWD/
(004192) 9/8/2022 17:12:22 PM - jjwii@iebc.orke (5285.61.121)> 250 CWD successful. "/
current directory.

(004192)  9/8/2022 17:12:23 PM - jjwii@iebcorke (528561.121)> DELE F34A-1

LAIKIPIAWEST jpg

(004192) 9/8/2022 17:12:23 PM - jjwii@iebc.or.ke (5285.61.121)> 250 File deleted successft

(004184) 9/8/2022 17:12:51 PM - jjwii@iebc.orke (5285.61.121)> disconnected. — 2D
(004192) 9/8/2022 17:12:54 PM - jjwii@iebc.orke (5285.61.121)> RNFR F34A031-1 .

LAIKIPIAWEST. jpg .

(004192) 9/8/2022 17:12:54 PM - jjwii@iebc.or.ke (5285.61.121)> 350 File exists, reacly

destination name.

(004192) 9/8/2022 1712:54 PM - jjwii@iebcorke (5285.61.121)> RNTO F34A-1

LAIKIPIAWEST. jpg

(004192) 9/8/2022 17:12:54 PM - jjwii@iebc.orke (5285.61.121)> 250 file renamed successt

{004192) 9/8/2022 17:14:55 PM - jiwii@iebc.or.ke (5285.61.121)> 421 Connection timed out.

(004192) 9/8/2022 17:14:55 PM - jjwii@iebc.orke (5285.61.121)> disconnected. IW L
(019028) 9/8/2022 13:13:38 PM - {not logged in) (105.165.157.174)> USER | jwii@iebe.or ke . , - O
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s not appear to have any style information associated with it. The document tree is shown below.

» <Error>
<Code>AccessDenied</Code> ’ '
<Hessage>Access Denied</Message:
<RequestId>48CQUSCERGYMOBLV</Requastid>
<HostId>yk1lgpSnYHn8AfrUhk6ZmCGCvqdsVYSFK692dq7REFeG1]IgbdoPlodeb+ODHArSN3Fz/Ng8DS8=< /HostTd>
</Error> / Q
(000204) 9/8/2022 15:.07:35 PM - asenge@iebc.orke (197.156.129.137)> STOR F34A-001- )
Changamwe. jRg :
(000204) 9/8/2022 15:07:35 PM - asenge@iebc.or ke (197.156.129.137)> 150 Opening data channe!
for file upload to server of "/F34A-001-Changamwe jpg "
(000204) 9/8/2022 15:07:36 PM - asenge@iebc.orke (197.156.129.137)> 226 Successfully
transferred */F34A-001-Changamwe jpg *

{(000208) 9/8/2022 15:09:27 PM - asenge@iebec.orke (197.156.129.137)> STOR F34A-001-

Changamwe.jpg

(000214) 9/8/2022 15:111:53 PM - asenge@iebc.orke (197.156.129.137)> STOR F34A-001-

Changamwe.jpg

(000213) 9/8/2022 15:12:23 PM - asenge@iebc.orke (197.156.129.137)> DELE F34A-001-

Changamwe.jpg "y
(000213) 9/8/2022 15:12:34 PM - asenge@iebc.orke (197.156.129.137)> DELE F34A-001- e
Changamwe.jpg . .

(000253) 9/8/2022 15.44:27 PM - ekitum@iebc.or.ke (197.156.129.137)> DELE F34A-151-

TINDERET jpg '

{000253) 9/8/2022 15:44:3% PM - ekitum@iebc.orke (197.156.129.137)> DELE F34A-151-

TINDERET jpg

(000336) 9/8/2022 6:54:30 PM - mlempaka@iebc.or.ke (105.166.230.78)> STOR F34A-179-NAROK

NORTH.jpg

(000336) 9/8/2022 16:54:30 PM - miempaka@iebc.orke (105.166.230.78)> 150 Opening data o D
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